FUDO ONE INSTALLATION ON VMWARE

Download Fudo One image from:
https://fudosecurity.com/download-en/
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Put approximate number of employees
(ex. 50).

Login to your VMware:

& C A Not Secure | https://10.0.2.45/ui/#/login

vmware ESXi



https://fudosecurity.com/download-en/

vmware ESXi” 00t810.0245 ~ | Help v | CRy -

“I Navigator || (51 fudo-nuc.local - Virtual Machines

Manage & Create / Register VM | e Poweron @ Power off suspend | C Refresh | Actior (Q Fudo One x)

Monitor .. Virtual machine © Status Used space v GuestOS ® Host name ® Host CPU ~ | Host memory -
| & Virtual Machines 30 | No virtual machines

Quick fitters... v Noitemstodisplay , ||

Select Create / Register VM:

| “IZ Navigator || 51 fudo-nuc.local - Virtual Machines
~ [J Host
Manage {5 Create / Register VM | =/ Console f
Monitor .. Virtual machine
- U
b Temt Quick filters... v
More VMs...
Qsurge K
_— l——— N

Select Deploy a new virtual machine from an OVF or OVA file:

31 New virtual machine

v(ESESTITIE  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?

3 Select storage

4 License agreements S . > .

: | Groats a new vidlial miching T_hls option gydes you through the process of creating a
Deployment options virtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete A e @ X
Register an existing virtual machine

Back | Next ‘ Finish | Cancel

A

Click Next
Enter a name and select downloaded OVA image:



#31 New virtual machine - Fudo One

¥ 1 Select creation type Select OVF and VMDK files
2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage
4 License agreements Enter a name for the virtual machine.
5 Deployment options l < i
6 Additional settings ——

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

7 Ready to complete

Click to select files or drag/drop

| Back || Next || Finish Cancel

91 New virtual machine - Fudo One

¥ 1 Select creation type Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage
4 Hoense sgreemerts Enter a name for the virtual machine.
5 Deployment options | e
6 Additional settings ol

7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

x @ fudo-one-5.3.1-81372.ova

Back || Next |  Finish | Cancel

&,

Click Next
Choose proper storage on your VMware to store Fudo One (here we’ll use ds02 as an example):




41 New virtual machine - Fudo One

¥ 1 Select creation type Select storage

V' 2 Select OVF and VMDK files Select the storage type and datastore

L4 3 Select storage

4 License agreements
5 Deployment options

Standard Persistent Memory

6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its virtual disks.
7 Ready to complete

Name v | Capacity v Free v | Type v  Thinpro... v Access v
datastore1 458.25 GB 27.42 GB VMFS6 Supported Single
ds02 931.25 GB 264.3 GB VMFS6 Supported Single
2 items
Back ’ | Next Finish ‘ Cancel

Click Next
Select your VM network, choose Thin disk provisioning:

41 New virtual machine - Fudo One

V' 1 Select creation type Deployment options

v 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

8.+ Devioyment optons ] _

5 Ready to complete Hstwaiaspoings VM Network VM Network o

Disk provisioning ® Thin O Thick
Power on automatically

Back |[ Next Finish 'i  cancel |

Click Next



Youi can ignore warning regarding missing disk image, just click Finish.

31 New virtual machine - Fudo One

+ 1 Select creation type 0 A required disk image was missing.

V' 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

v 3 Select storage
v’ 4 Deployment options

T — Product fudo-one-5.3.1-81372

VM Name Fudo One

Files fudo-one-5.3.1-81372-disk 1.vmdk
Datastore ds02

Provisioning type Thin

Network mappings VM Network: VM Network

Guest OS Name Unknown

g ' Do not refresh your browser while this VM is being deployed.
Lueid)

Back |7 Next ;l Finish || Cancel

Recent tasks

Task v | Target v Initiator v Queued v Started ~  Resulta v Completed v
Upload disk - fudo-one-5.3.1-81372-disk1.vmdk (1 of 1) (5 Fudo One root 03/10/2023 08:49:01 03/10/2023 08:49:01 [ ] ©  Running...81%
Create VM {51 Fudo One 03/10/2023 08:49:00 03/10/2023 08:49:00 @ completed successtuly 03/10/2023 08:49:00
Rename {51 One - test serwerow oot 03/10/2023 08:39:53 03/10/2023 08:39:53 @ completed successtutly 03/10/2023 08:39:53
Import VApp Resources root 06/10/2023 08:49:00 03/10/2023 08:49:00 [ ] © | Running...81%

Wait until Fudo One image will be uploaded to your VMware:

Click to open your new Fudo One VM:

vmware ESXi”

(1 fudo-nuc.local - Virtual Machines

Recent tasks

Task v | Target ~ | Initiator ~ | Queued v | Started v~ Result a

Power On VM {51 Fudo One root 03/10/2023 08:50:03 03/10/2023 08:50:03 @ Completed successtully
Import VApp Resources root 03/10/2023 08:49:00 03/10/2023 08:49:00 @ complated successtully
Upload disk - fudo-one-5.3.1-81372-disk1.vmdk (1 of 1) {51 Fudo One root 03/10/2023 08:49:01 03/10/2023 08:49:01 @ Completed successtully
Create VM {51 Fudo One 03/10/2023 08:49:00 03/10/2023 08:49:00 @ completed successtully
Rename {51 One - test serwerow root 03/10/2023 08:39:53 03/10/2023 08:39:53 @ Completed successtully

Help ~

r00t@10.0.2.45 ~

) Create / Register VM | nsole | Power c W Power off sspend | @ Refresh |
.. Virtual machine. © Status @ Used space v Guestos @ Hostname
(.. & Fudo One @ Normal Unknown FreeBSD 12 o later versions (64-bit) Unknown

Quick filters...

& HostCPU

0MHz

(@ Fudo One

~ | Host memory
omB
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storace

~ Hardware Configuration

» | cru 4VCPUs
£ Actions 8 \Memory 8GB
» 23 Hard disk 1 32GB
/ Editnotes » W Network adapter 1
» [@ Video card 16 MB
» Jl Others Additional Hardware
Consume d host CPU @ Ready
@ Consumed host memory. ~ Resource Consumption
i [ Consume d host CPU 0 MHz
g i Consumed host memory omB
r é 8 Active guest memor ry omB
s H ~ E Storage
3 Provisioned 32GB

Double click on black window to open terminal:

Fudo One
using 4 cylinder groups of 25.B8BMB, 888 blks, 3288 inodes.
super-block backups (for fsck_ffs -b #) at:
. 51392, 182592, 153797
MptH:B:A:8):

‘MptB:B:B:@):
imMptB:B:0:8):
‘MptB:B:@:8):
imMptB:B:0:8):
‘MptB:B:@:8):

:MptB: ‘H:@):

Africa
AMerica
Antarctica
Arctic

Asia

Atlantic
Australia
Europe

Indian Ocean
Pacific Ocean

UNMAP failed, switching to URITE SAME(16) with UNMAP BIO_DELET

UNMAP. CDE: 47 BA BA HO HH BA BA B0 HE BA
CAM status: 5C31 Status Error
SC5I status: Check Condition
SC51 sense: ILLEGAL REOUEST asc:?4,.8 (Inwvalid field in CDEB)
Cormand byte 7 is inwvalid
Errnr 22, Unretryable error
#1lib susrs1lib Ausr-lib-scompat ~usr-localslib ~usr-localslibsn

lease enter a region number:

Select your region number and confirm with Y:



[BE Fudo One

super—block backups (for fsck_ffs -b #) at:
192, 51392, 182592, 153792
‘mptB:B:8:8): UNMAF failed, switching to HRITE SAME(16) with UNMAP BIO_DELET

‘mptBA:B:A:B): UNMAP. CDB: 47 WA BB HA BB AR BA BA B8 B0
mptA:B:A:B): CAM status: 3CSI 3tatus Error
mptB:B:A:8): 5C51 status: Check Condition
‘mptH:B:B:8): 5CS]1 sense: ILLEGAL REOQUEST asc:24,H8 (Inwvalid field in CDB)
‘mptB:B:8:8): Command byte 7 i=s invalid
:MptE' :A:8): Errur 22, Unretryable error
#lib Ausr-1lib Ausr-libscompat ~usr~localslib susr-local-libsn

Africa

America

Antarctica

Arctic

Asia

Atlantic

Australia

Europe

Indian Ocean

Pacific Ocean
lease enter a region number: 7
re you sure to continue wWwith Europe (7)7 (Y/mn): Y

Select your city number (if you can’t scroll to find it, select any of them, you can change it later from GUI) and
confirm with Y:

[BE Fudo One

Rome
Samara
San_Marino
Sarajevo
sSaratov
Simferopol
skopje
Sofia
stockholm
Tallinn
Tirane
Tiraspol
Ulyanouvsk
Uzhgorod
Vaduz
Vatican
Uienna
Vilnius
Uolgograd
Har=zawu
Zagreb
Zaporozhye
. Zurich
lease enter a city number: 59
re you sure to continue wWwith Harsaw (59)7 (Yrmd: ¥

Enter a date and time format and confirm with Y:




[BE Fudo One

Sara jevo
Saratov
Simferopol
skopje
sofia
Stockholm
Tallinn
Tirane
Tiraspol
Ulyanovsk
Uzhgorod
Vaduz
Vatican
Uienna
Uilnius
Volgograd
Harsaw
Zagreb
Zaporozhye
. Zurich
lease enter a city number: 59
re you sure to continue With Harsaw (5917 (Y/n): ¥
imezone has been changed.
and time [format: DD.MH.YYYY HH:MM]1: 18.83.2823 HB:56
to continue Wwith introduced date and time (Ysm): Y

Wait until installation will be completed:

[BE Fudo One

Starting webproxpd.
Starting whlsupportd.
Starting callhomed.
Starting archived.
Starting dewd.
Starting pronitord.

Serial number: 89883872
srz89-gqdah-pSop-7pgs=
production

aszsWord for Fudo user adMin: proxycrypto
Fri Mar 18 B8:56:21 CET 2823

uno, 3-H 89883872, firmware 5.3.1-81372, fuid srz89-gdah-pSop-7pgs.
o fix admin account, reset Fudo to factory defaults

and change network settings, login as any superaddin

ith an appropriate password.

Und (srz9-gqdah-pSop-7pgsl (tiywvd)

login:

Login as an admin, login: admin password: proxycrypto




[BE Fudo One

Starting whlsupportd.
Starting callhomed.
Starting archived.
Btarting dewd.
Starting prmonitord.

Serial number: B9883H872
Instance FUID: srz9-qdah-pbhop-7pgs=

Fri Mar 18 B8:56:21 CET 2823

uno, 3-#H 89883872, firmware 5.3.1-81372, fuid srz89-gdah-pSop-7pgs.
o fix admin account, reset Fudo to factory defaults

and change network settings, login as any superadmin

ith an appropriate password.

Uno (srz9-gqdah-pSop-7pgs) (tiyvB)

You'll be asked to change default password to your own, follow script:

[BE Fudo One

Starting dewd.
Starting pronitord.

Serial number: 89883872
Instance FUID: srz9-gdah-pSop-7pgs

Fri Mar 18 B5:56:21 CET 2823

FUDD, S-H 89883872, firmware 5.3.1-81372, fuid srz9-gqdah-pSop-7pgs.
o fix admin account, reset Fudo to factory defaults

and change network settings, login as any superadmin

ith an appropriate password.

FUDD (srzY9-gdah-phop-7pgs) (ttywd)

aszsWord change required.
eW password:
etype neW passwWord:

Once completed, it should look like below:




[B Fudo One

o fix admin account, reset Fudo to factory defaults
and change network settings, login as any superadMin
ith an appropriate password.

FUDD (srz9-gdah-pSop-7pg=s) (ttywd)

asswWord change required.
ed password:
etype new password:

=% FUDD configuration utility ==

Logged into FUDO, 5~ 89883872, firmware 5.3.1-81372,

Show =tatus

Dizsks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option ("C anytimMe to abort) (A):

Select 3 to set up your Fudo One IP address:

[BE Fudo One

assWword change required.
eW password:
etype new password:

== FUDD configuration utility ses=

Logged into FUDO, 5-M 89883872, firmmware 5.3.1-81372,

Show status

Disks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option (°C anytime to abort) (B): 3

vailable network interfaces:
etld ()
ether: HH:Bc:?29:fH:66:5cC
Media: Ethernet autoselect

hoose new management interface (netB):

fuid (srz9-gdah-pSop-7pgs)

fuid (srz9-gdah-pSop-7pgs)

Depending on you VM settings you'll see several network interfaces. Here we’ve got only one network interface

named net0. Type proper name to configure its IP address:




[BE Fudo One

assWord change required.
eW password:
etype new password:

== FUDD configuration utility s

Logged into FUDO, 5-M 89883872, firmware 5.3.1-81372, fuid (srz9-qdah-pSop-7pgs)

Show status

Disks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option (°C anytime to abort) (B): 3

vailable network interfaces:

etld ()
ether: HH:Bc:?29:fH:66:5c
Media: Ethernet autoselect

hooze new management interface (netB): netH

Enter new IP address and mask for selected network interface base on your network addressing:

[BE Fudo One

etype new passwWord:
=% FUDD configuration utility sess

Logged into FUDO, 5/H 89883872, firmware 5.3.1-81372, fuid (srz9-qdah-pSop-7pg=s)

Shou =status

Disks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option ("C anytime to abort) (B8): 3
vailable network interfaces:
et ()
ether: BB:Bc:29:fA:66:5c
Media: Ethernet autoselect
hoose new Hanagerment interface (netB): netH
Enter new netd IP address and netmask (eg. 192.168.1.1-24) (192.168.1.1-24): 18.

.131.222-16
Enter new default gateway IP address:

Enter new default gateway IP address:




[BE Fudo One

etype neWw password:
=% FUDD configuration utility e

Logged into FUDO, 5~/H 89883872, firmware 5.3.1-81372, fuid (srz8-gdah-pSop-7pgs)

Show status

Disks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option ("C anytime to abort) (B): 3
vailable network interfaces:

etd ()
ether: BA:Bc:29:fB:66:5cC
Hedia: Ethernet awutoselect

hooze new HManagerment interface (netB): netH
Enter new netd IP address and netmask (eq. 192.168.1.1-24) (192.168.1.1-24): 18H.
.131.222-16
Enter new default gateway IP address: 1H.8.8.1

Dizsks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option (°C anytime to abort) (@A): 3

Available network interfaces:

etld ()
ether: HBA:Hc:?9:fH:66:5cC
Hedia: Ethernet awtoselect

hoose new managerment interface (netB): netH
Enter new netd IP address and netmask (eg. 192.168.1.1-24) (192. 1. 18.
.131.222-16
Enter new default gateway IP address: 18.8.8.1

Shou =status

Disks status and identification
Reset network settings

Reset Fudo to the factory defaults
Exit

hoose an option (°C anytime to abort) (B8):

Now open your web browser and type IP address of your Fudo One, accept risk by selecting Advanced:




<« (¢] Ca Not Secure  https://10.0.131.222 w

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.0.131.222. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

and then Accept the Risk and Continue

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.0.131.222. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

10.0.131.222 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Do not be afraid this time, such message is caused by unknown certificate:

O & https://10.0.131.222/login?next=%2F

< Connection security for 10.0.131.222

& You are not securely connected to this site.

You have added a security exception for this site.

Remove Exception

More information

n



[ NON ) Page Info — https://10.0.131.222/login?next=%2F

General Media Permissions Security

Web Site Identity

Web site: 10.0.131.222

Owner: This web site does not supply ownership information.

Verified by: Wheel Systems View Certificate

Privacy & History

Have | visited this web site before today? No

Is this web site storing information on my Yes, cookies and 13 bytes = 5
computer? ofsite data Clear Cookies and Site Data
Have | saved any passwords for this web site? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, 256 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorised people to view information travelling between computers. It is
therefore unlikely that anyone read this page as it travelled across the network.

?

You can add your own certificate to your Fudo One later.

Fudo One administration webpage should appear, login with Username: admin Password: your_new_password:

<« C QO G o+ hitps:/[10.0.131.222/login?next=%2F bk [

n

) & FUDO | ONE
Login \

e SECURE ACCESS

TAILORED FOR

‘ij]swm* - SMALL & MEDIUM
BUSINESSES

HELP

That’s all regarding installation of your Fudo One:



[ ] ® Q@ © Fudo X + o

& (6] O G https:/10.0131.222 & a =
€ FuDOo | ONE & adnin
= Dashboard Dashboard Keep me logged in Dashlet's market Full screen
LICENSE
Sesmons O O License exp. date: unlimited
Requests /3
CONCURRENT SESSIONS & ACTIVE USERS Servers 2
Users
Servers NODE NEW SESSIONS (min) hour day week
Accounts Disks Networks Storage Memory CPU
89883072 - =
Listeners Uptime: 23 minutes 7 e 0% 7% 7%
Safes o
o I @ @
System
Network c...
Authentic...
Backups ...
Events log pto: hardware

Now you can configure your Fudo One following admin manual:
https://fudoone.readme.io/docs
O a https://ffudoone.readme.io/docs B &

FUDO Discord Community

v56.3 (@) Home [l Documentation <0 Changelog Search 2K

INTRODUCTION Suggest Edits

System Overview

System Overview
Supported Protocols

Connection Mode
g i Fudo is an award-winning solution that provides you with secure, convenient access to servers and network/OT
ecurr leasures N . X : .
4 devices. Aligned with the Zero-Trust approach, Fudo lets users connect to applications and accounts only when

User Authentication Methods and needed and for a specific reason. All authorized users' activity is constantly monitored and recorded.

Modes

Data Model Used by thousands of users worldwide, Fudo is the perfect tool for managing access for DevOps, Admins, Privileged
Employees, Freelancers, Subcontractors, Vendors, and all other types of Third Parties.

Dashboard

Licensing Fudo One is a version tailored for startups and small&medium businesses.

Deployment Scenarios
Layout Themes

System Footer

QUICK START Login ©Fupo | ON

How To Quickly Set Connection Up i SECURE ACCESS
TAILORED FOR

ADMINISTRATION — SMALL & MEDIUM

System Settings BUSINESSES

Network Configuration “

Authentication
Backups and Retention

Events Log

OBJECTS MANAGEMENT
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Servers Management



